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Abstract. An important building block in cryptography is the AES
block cipher [DR20]. It is a function that, on input of a secret key K, bi-
jectively transforms 128-bit input blocks to 128-bit output blocks. Such
a block cipher can be put in a mode of operation to be able to per-
form data encryption, data authentication, authenticated encryption,
and many more. Security of such modes is typically reduced to the se-
curity of the underlying building block. Depending on the mode that is
being investigated, such proofs range from simple to very complex, and
also the proof techniques vary greatly.
In this talk, I will elaborate on how security of encryption modes is
typically argued. I will start with the simplest example, namely counter
mode. This mode evaluates the underlying block cipher on input of a
nonce N (unique for each message) concatenated with a counter and uses
the resulting 128-bit output blocks as keystream. Then, I will extend the
ideas to modes that are more complex but achieve higher security, such
as CENC [Iwa06], and explain what complications surface when proving
security of such modes. This discussion, among others, may include a
high-level exposition of the H-coefficient technique [Pat08,CS14] and the
mirror theory [Pat05,MN17,CDN+23].
If time permits, I extend the discussion to a new concept in encryption
world, called accordion modes [CDD+24].
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