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Introduction

The first code-based cryptosystem [McEliece, 1978]

Public key gen. mat. GpubP Fkˆn
q of an rn, ksq-code C

Private key structured gen. mat. Gpriv of C

Encryption m ÞÝÑ mGpub`e where e $
Ð Fn

q, |e| “ t

Decryption Performed by a decoding algorithm using the hidden structure of Gpriv

Figure: Generic McEliece cryptosystem

‚ Recovering Gpriv from Gpub must be hard;
‚ ùñ Distinguishing Gpub from a random G P Fkˆn

q must be hard.
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Introduction

Security of McEliece

Strongly relies on the hardness of the distinguishing problem.

Problem 1 (Distinguishing problem)

Data. b
$

Ð t0, 1u. If b “ 0, G Ð Fkˆn
q . If b “ 1, G Ð Gpub.

Goal. Given G , find b.

In practise, C “ Ar px , yq (degree r , extension degree m).

FGOPT10 CMT23

Lowest dist. dim k0 „
r2m2

2
Figure: Existing distinguishers for alternant codes of degree r and extension degree m.
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Distinguisher [FGOPT10]: nontrivial relations in a code

First example: GRS codes

Definition 2 (GRS codes)

GRSr px , yq
def
“ tpy1f px1q, . . . , ynf pxnqq | f P FqrX săru.

A generator matrix of GRSr px , yq is

G “

¨

˚

˚

˚

˝

y1 y2 . . . yn
y1x1 y2x2 . . . ynxn

...
...

. . .
...

y1x
r´1
1 y2x

r´1
2 . . . ynx

r´1
n

˛

‹

‹

‹

‚

.

‚ Gpriv Ð G ;

‚ Gpub Ð P ¨ G for some P $
Ð GLr pFqq.

Does McEliece security hypothesis hold ?
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Distinguisher [FGOPT10]: nontrivial relations in a code

(Square) distinguishability of GRS codes

Definition 3 (Schur’s product)

Given a,b P Fn
q, a ‹ b def

“ pa1b1, . . . , anbnq.

If C ,D Ă Fn
q are two codes, C ‹ D

def
“ SpanFq

tc ‹ d | pc ,d q P C ˆ Du.

C ‹2 def
“ C ‹ C .

dimFq C ‹2 “

#

min
␣

n,
`

r`1
2

˘(

if C is a random rn, r sq-code;
mintn, 2r ´ 1u if C “ GRSr px , yq.

Indeed: GRSr px , yq‹2 “ GRS2r´1px , y‹2q.

Explanation 4 (Nontrivial relations)
‚ V “ tv1, . . . , v ku basis of random C ùñ tv i ‹ v j | i ď ju basis of C ‹2.
‚ V “ ty , x ‹ y , . . . , x r´1 ‹ yu ùñ px i ‹ yq ‹ px j ‹ yq “ pxk ‹ yq ‹ px l ‹ yq each time i ` j “ k ` l .
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Distinguisher [FGOPT10]: nontrivial relations in a code

Quadratic forms
Let C be an rn, ksq-code of basis V “ tv1, . . . , v ku.

P :

$

’

&

’

%

Fpk`1
2 q

q ÝÑ C ‹2

c “ pci,jqiďj ÞÝÑ
ÿ

iďj

ci,jv i ‹ v j .

✓ C not random ðñ dimFq C ‹2 ă
`

k`1
2

˘

ðñ kerP ‰ t0u.

Definition 5 (Code of relations)

CrelpVq
def
“ kerP “

#

c “ pci,jqiďj P Fpk`1
2 q

q ,
ÿ

iďj

ci,jv i ‹ v j “ 0

+

.

dimFq GRSr px , yq‹2 “ min

$

’

’

&

’

’

%

n,

ˆ

r ` 1
2

˙

´
pr ´ 1qpr ´ 2q

2
looooooomooooooon

dimCrel

“ 2r ´ 1

,

/

/

.

/

/

-

6 / 17
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$

’

&

’

%

Fpk`1
2 q

q ÝÑ C ‹2

c “ pci,jqiďj ÞÝÑ
ÿ

iďj

ci,jv i ‹ v j .

✓ C not random ðñ dimFq C ‹2 ă
`

k`1
2

˘

ðñ kerP ‰ t0u.

Definition 5 (Code of relations)

CrelpVq
def
“ kerP “

#

c “ pci,jqiďj P Fpk`1
2 q

q ,
ÿ

iďj

ci,jv i ‹ v j “ 0

+

.

dimFq GRSr px , yq‹2 “ min

$

’

’

&

’

’

%

n,

ˆ

r ` 1
2

˙

´
pr ´ 1qpr ´ 2q
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Real World McEliece: Alternant codes

Subfield subcodes of GRS codes.
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qm GRSr px , yqK
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q
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Properties of alternant codes

Ar px , yq “
`

GRSr px , yqK
˘

X Fn
q.

Dimension ě n ´ rm (“ n ´ rm generically).
Minimum distance ě r

Efficient decoding algorithm ✓

Indistinguishability ?

Figure: Proporties of alternant codes

Proposition 6
Assume r ă q ` 1. Generically,

dimFq

`

Ar px , yqK
˘‹2

“ min

"

n,

ˆ

rm ` 1
2

˙

´
m

2
pr ´ 1qpr ´ 2q

*

.
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Plan of this Section

1 Distinguisher [FGOPT10]: nontrivial relations in a code

2 Distinguisher [CMT23]: short relations

3 Conclusion
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Distinguisher [CMT23]: short relations

Matrix code of relations

Definition 7
Matrix of a relation c “ pci,jqiďj P Crel:

Mc “

¨

˚

˚

˚

˝

2c1,1 c1,2 . . . c1,k
c1,2 2c2,2 . . . c2,k
...

...
. . .

...
c1,k c2,k . . . 2ck,k

˛

‹

‹

‹

‚

.

Definition 8 (Matrix code of relations)
CmatpVq “ tMc , c P CrelpVqu.

9 / 17
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Distinguisher [CMT23]: short relations

What does it mean to be short ?

Back to our GRS codes:

if V “ tv0, . . . , v r´1u “ ty , x ‹ y , . . . , x r´1 ‹ yu, the relation

v0 ‹ v2 ´ v‹2
1 “ 0

has matrix

M “

¨

˚

˚

˚

˝

0 0 1 0 . . .
0 ´2 0 0 . . .
1 0 0 0 . . .
...

...
...

...
. . .

˛

‹

‹

‹

‚

which has rank 3 in characteristic ‰ 2 and rank 2 in characteristic 2.
A relation c P CrelpVq is short if its matrix Mc P CmatpVq has a low rank.

Consequence 9
Even if GRSr px , yq‹2 “ Fn

q, short relations might still be detectable...
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Distinguisher [CMT23]: short relations

Finding short relations in characteristic 2

Let M be the generic skew-symmetric matrix of size r in characteristic 2, i.e

M def
“

¨

˚

˚

˚

˚

˚

˚

˚

˝

0 x1,2 x1,3 . . . x1,r´1 x1,r
x1,2 0 x2,3 . . . x2,r´1 x2,r
x1,3 x2,3 0 . . . x3,r´1 x3,r
...

...
...

. . .
...

...
x1,r´1 x2,r´1 x3,r´1 . . . 0 xr´1,r
x1,r x2,r x3,r . . . xr´1,r 0

˛

‹

‹

‹

‹

‹

‹

‹

‚

Fact 10
M has rank ď 2 if, and only if

@1 ď i ă j ă k ă l ď r , xi,jxk,l ` xi,kxj,l ` xi,lxj,k “ 0.
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Distinguisher [CMT23]: short relations

Algebraic modeling

Modeling 11 (M P Cmat, rkpMq ď 2)
‚ rkpMq ď 2 ùñ @1 ď i ă j ă k ă l ď r , xi,jxk,l ` xi,kxj,l ` xi,lxj,k “ 0;
‚ M P Cmat ùñ L1ptxi,juq “ . . . “ Ltptxi,juq “ 0 where the Li ’s are linear forms.

These polynomials generate an ideal I Ď Fqrtxi,jus.
Subspace I2: generated by the

`

r
4

˘

quadratic equations plus the equations of the form xi,jLs .

ãÑ Hilbert function at degree 2: HFp2q
def
“ dimFqrtxi,jus{I2.

12 / 17
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The Hilbert function at degree 2 as a distinguisher

Goal. Distinguish Ar px , yqK from a random rn, rmsq-code

assuming pAr px , yqKq‹2 “ Fn
q.

Proposition 12 (Random case)
If C is a non-square-distinguishable random rn, rmsq-code, then

HF$p2q “
1

rm ` 1

ˆ

rm ` 1
3

˙ˆ

rm ` 1
2

˙

´

ˆ

rm

2

˙

pn ´ rmq `

ˆ

n ´ rm

2

˙

.

What happens for generic alternant codes ?
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First step: GRS codes

Lemma 13 (Bardet, Mora, Tillich)
It holds that

pAr px , yqKqFqm
“

m´1
ÿ

j“0

GRSr pxqj

, yqj

q.

With the usual assumption dimFq Ar px , yq “ n ´ rm, the sum becomes direct.

Conjecture 14 (HFp2q for square-distinguishable Reed-Solomon codes)

If 2r ´ 1 ď n, then the Hilbert function at degree 2 associated with a GRS code of dimension r is given
by

HFGRSp2q “

ˆ

`

r´1
2

˘

` 1
2

˙

´

ˆ

r

4

˙

“
1
12

pr ´ 1qpr ´ 2qpr2 ´ 3r ` 6q.
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From GRS codes to alternant codes

Theorem 15 (This work)
Assume Conjecture 14 holds. The Hilbert function at degree 2 of the algebraic modeling associated with
a generic square-distinguishable alternant code Ar px , yq is given by

HFA p2q “ mHFGRSp2q “
m

12
pr ´ 1qpr ´ 2qpr2 ´ 3r ` 6q.

But what happens if Ar px , yq is not square-distinguishable ?

Corollary 16

It holds that
HFA p2q ě

m

12
pr ´ 1qpr ´ 2qpr2 ´ 3r ` 6q.
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A new regime for the distinguisher
Distinguishability condition: HF$p2q ă

m

12
pr ´ 1qpr ´ 2qpr2 ´ 3r ` 6q.

Natural asymptotic regime: r ÝÑ `8 and m “ O plog rq.

Corollary 17
Assume r ă q ` 1. The asymptotic lowest dimension k0 for which alternant codes of degree r and
extension degree m are 2-distinguishable satisfies

k0 „
1 ´ 1?

3

2
r2m2 « 0.21r2m2.

Original square distinguisher from [FGOPT10] when r ă q ` 1:

n ą

ˆ

rm ` 1
2

˙

´ m
pr ´ 1qpr ´ 2q

2
i.e k ą k0 “

`

rm`1
2

˘

´ rm ´ m
pr ´ 1qpr ´ 2q

2

which leads to k0 „
r2m2

2
.

16 / 17
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Conclusion

Conclusion and future work

Conclusions.

‚ Understanding of the new distinguisher at degree 2 for large field size (r ă q ` 1).
‚ A proof for a regime of parameters which are 2-distinguishable for sure.

ùñ much wider regime than [FGOPT10] !
Future work.

‚ Find a formula for r ě q ` 1;
‚ Find another algebraic interpretation of the distinguisher;
‚ See if it can be turned into and attack.

Thank you for your attention.
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Change of basis

What does really depend on the basis ?

Proposition 18
Let A,B be two bases of the same code C . There exists P P GLkpFqq such that

CmatpAq “ PJCmatpBqP.

ùñ The number of rank r matrices does not depend on the basis !
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Explicit algebraic modeling

Idea: compute a basis pM1, . . . ,MNq of Cmat and write

M “

N
ÿ

i“1

XiMi .

ãÑ write quadratic equations ensuring that rkpMq ď 2.
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Explicit modeling for square-distinguishable Reed-Solomon codes

For r “ 5, we have

M “

¨

˚

˚

˚

˚

˝

0 0 X1 X2 X4
0 0 X2 X3 X5

X1 X2 0 X5 X6
X2 X3 X5 0 0
X4 X5 X6 0 0

˛

‹

‹

‹

‹

‚
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Explicit modeling for square-distinguishable Reed-Solomon codes

For r “ 8, we have

M “

¨

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˝

0 0 X1 X2 X4 X6 X9 X12
0 0 X2 X3 X5 X8 X11 X15

X1 X2 0 X5 ` X6 X7 X10 X14 X17
X2 X3 X5 ` X6 0 X10 ` X11 ` X12 X13 X16 X19
X4 X5 X7 X10 ` X11 ` X12 0 X16 ` X17 X18 X20
X6 X8 X10 X13 X16 ` X17 0 X20 X21
X9 X11 X14 X16 X18 X20 0 0
X12 X15 X17 X19 X20 X21 0 0

˛

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‚
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And the equations

For r “ 6, the Pfaffians of M of size 4 are

PfpM , 2q “ tX 2
2 ` X1X3,X2X4 ` X1X5,X2X6 ` X1X8,X3X4 ` X2X5,

X3X6 ` X2X8,X5X6 ` X4X8,X4X5 ` X4X6 ` X2X7 ` X1X9,

X5X6 ` X 2
6 ` X2X9 ` X1X10,X6X7 ` X4X9,X6X9 ` X4X10,

X 2
5 ` X5X6 ` X3X7 ` X2X9,X5X8 ` X6X8 ` X3X9 ` X2X10,

X7X8 ` X5X9,X8X9 ` X5X10,X
2
9 ` X7X10u.
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Actual McEliece specs

Gpub “ S ¨ Gpriv ¨ Pσ where S P GLkpFqq and Pσ
def
“ pδi,σpjqqi,j for some σ P Sn.

Proposition 19

Let C Ă Fn
q be a code. Then

pC ¨ PσqK “ pC Kq ¨ Pσ´1 ,

where C ¨ Pσ “ twσ def
“ pwσp1q, . . . ,wσpnqqu. If G is a generator matrix of C , then GP is a generator

matrix of C ¨ P.

Corollary 20

Ar px , yq ¨ Pσ “ Ar pxσ´1
, yσ´1

q.
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Actual McEliece specs

By Proposition 19,
pAr px , yq ¨ PσqK “ Ar px , yqK ¨ Pσ´1 .

Delstarte’s theorem: Ar px , yqK “ TrFqm {Fq
pGRSr px , yqq has generator matrix

G def
“

¨

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˝

y
p1q

1 y
p1q

2 . . . y
p1q
n

...
...

. . .
...

y
pmq

1 y
pmq

2 . . . y
pmq
n

...
...

. . .
...

py1x
r´1
1 qp1q py2x

r´1
2 qp1q . . . pynx

r´1
n qp1q

...
...

. . .
...

py1x
r´1
1 qpmq py2x

r´1
2 qpmq . . . pynx

r´1
n qpmq

˛

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‚

.

Therefore, G ¨ Pσ´1 is a generator matrix of TrFqm {Fq
pGRSr pxσ´1

, yσ´1
qq.
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