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Boolean Functions

» Fy = {0,1} is the finite field with 2 elements

n

v

is the vector space of dimension n over Fy

> Mapplngs f: F3 — Fy are called Boolean functions

» Algebraic Normal Form (ANF) of f: F§ — Fo

f(zo,. .., xn-1) ZCU<HIB ),

vely

where ¢, € Fy and v = (vg,...,vp—1) € F§

» The algebraic degree of a Boolean function f, denoted by deg(f), is
the degree of its ANF
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Equivalence of Boolean Functions

Definition

Functions f,g: F§ — Fy are equivalent if for all x € F3
f(z) = g(xA+b) + (),

where A € GL(n,2),b € F} and [ is an affine function on F}

Example
Boolean functions f,g: F3 — Fy are equivalent
f(zo, x1, 22, x3) = T + T1 + ToT3 + ToXT1X3 + ToT2x3 + T1T2T3,

g(xo, x1, T2, x3) = Tox1XT2 + T1T2T3, Since

f(zo, z1, 22, 23) = g((x1, 21 + 22 + 3,20 + 1,21 + 23) + (1,0,0,1))
+ o+ 21

Alexandr Polujan (Magdeburg) RotS bent functions outside the M class WCC 2024 2/16



Bent Functions
Definition (Rothaus 1976)
A Boolean function f on % is called bent if the equation
flz+a)+ f(z) =0

has 2! solutions = € F% for all @ € F§ \ {0} and b € [Fy

» The mapping D, f(z) = f(z + a) + f(x) is called the (first-order)
derivative of f at a € F§

Facts
— Bent functions on F3 exist iff n = 2m

— For a bent function f on F%, we have that 2 < deg(f) < n/2
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Bent Functions: Applications and the Simplest Example

Applications
— Cryptography and Coding Theory: non-linearity — studied in
symmetric cryptography (Carlet 2021)

— Combinatorics: Constructions of designs, (partial) difference sets

Example

For x = (zo,...,2m-1),y = (Yo, .-, Ym—1) € F5*, the dot product

fz,y) Z TiY;

defines a bent function f on FJ* x F5*
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The Completed Maiorana-McFarland Class M7

» Maiorana-McFarland bent function on F3* x F5* is given by
f(@,y) = (z,7(y)) + 9(v),
where 7 is a permutation of F5" and g: Fy* — Iy
» The completed Maiorana-McFarland class is the set
M# = {fis bent : f is equivalent to (z,7(y)) + g(y)}
Facts

— M# contains many bent functions of all possible degrees

— Out of ~ 2% of all bent functions on F$, only ~ 270 are in M#
(Langevin and Leander 2011)
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Rotation-Symmetric (RotS) Boolean Functions

Definition (Pieprzyk and Qu 1998)

A Boolean function f on F% is called rotation-symmetric (RotS) if it
is invariant under circular translation of indices, i.e.,

f(w()v L1y L2y eveyTn—2, xnfl)
=f(Tn-1,%0,T1,...,Tn_3,Tn_2)
:f(xl, L2y XL3yew.yTn—1, .’L‘())
holds for all x = (zo,...,xn—1) € Fy

Motivation (efficient evaluation)

RotS property is important for components in the rounds of hashing
algorithms, since evaluations from previous iterations can be reused
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Rotation-Symmetric (RotS) Bent Functions

Definition (Stanica and Maitra 2008)

A Boolean function f on F3 is called RotS bent if it is
rotation-symmetric and bent

Example
The following function f on 4 is RotS bent

f(xo, x1, 22, 23) = ToT2 + X123

(
=f(x3, 20,21, 22) = T321 + ToT2
(
(

=f

=f(x1, 2,23, 20

T2,T3,20, L1 Toxo + T3x1

) =
) =
1) =
) = 1173 + T270
» Finding infinite families is a non-trivial problem!
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Quadratic RotS Bent Functions

Some quadratic bent Functions (Folklore)

m—1
flx) = Z ZTiTitm and f(z) = Z z;x; are RotS bent on F%
i=0 0<i<j<n—1
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Quadratic RotS Bent Functions

Some quadratic bent Functions (Folklore)

m—1
x) = Z TiTiym and f(x) = Z x;z; are RotS bent on Fy
=0 0<i<j<n—1

General case (Gao, Zhang, Liu, Carlet 2012)
Quadratic RotS function

m—1 m—1 n—1
) = Cm (Z xiwm—l-i) + > | D wmiyy
i=0 i=1 j=0

m—1 ) i -

is bent on 4 iff F.(X Ci (XT—I—XQTL )+cmX2 is a
i=1

permutation polynomial
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Non-quadratic RotS Bent Functions

Cubic functions (Gao, Zhang, Liu, Carlet 2012)
For n =2m, m > 2 and 0 < ¢t < m, RotS cubic function

m—1 n—1
fi(z) = Z TiTmi + Z (Ti%t+iTmti + TiTeti)
1=0 i=0

is bent on F4 iff » = m/ ged(m,t) is odd
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Non-quadratic RotS Bent Functions

Cubic functions (Gao, Zhang, Liu, Carlet 2012)
For n =2m, m > 2 and 0 < ¢t < m, RotS cubic function

m—1 n—1
fil@) =Y witmyi + Y (@il it + Tidry)
1=0 i=0

is bent on F4 iff » = m/ ged(m,t) is odd
Higher (maximum) degree functions (Tang, Qi, Zhou, Fan 2018)

fe(x) + h(xo + T, ..., T—1 + xp—1) and
fe(x) + h(xo + Tmy ooy Tt + Tp1),

where h is any RotS function on 3’

» More constructions: (Su, Tang 2017) and (Zhao, Zheng,
Zhang 2018)
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Problem and the Main Result

Fact
All known until 2018 RotS bent functions belong to M#

Open Problem (Zhao, Zheng, Zhang 2018)
How to construct RotS bent functions outside M#?
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Problem and the Main Result

Fact
All known until 2018 RotS bent functions belong to M#

Open Problem (Zhao, Zheng, Zhang 2018)
How to construct RotS bent functions outside M#?

Theorem (Polujan, Kudin, Pasalic 2024)

Let n = 2m. Consider the following RotS bent function f on F% of
(Su, 2019) defined by

m—1 n—1
S (o, 217+, Tn-1) Z TiTm+i) Z (Ti%it1 -+ Titm—2Titm)
i=0 i=0

where Tjrm = Tiym + 1. For all n > 8, S is outside the M7 class.

Alexandr Polujan (Magdeburg) RotS bent functions outside the M class WCC 2024 10/ 16



Why this Construction?

» For a Boolean function f on Fy with deg(f) > 2,

2-rank(f) := rankp, (f(z + y))x,yng

is an invariant under EA-equivalence (Weng, Feng, Qiu 2007)

Theorem (Weng, Feng, Qiu 2007)
Let f on F} be bent s.t. f € M#. Then, 2-rank(f) < 2%/2+1 — 2,

» For the RotS bent function S on F3, we have

n 8 10 12
M#Bound | 30 | 62 | 126
2-rank(S) | 42 | 112 | 286
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Main Tool for the Analysis

Theorem (Dillon 1974)

A Boolean bent function f on F} belongs to M7 iff there exists an
n/2-dimensional linear subspace U of F4 s.t. the second-order
derivative

D.Dyf(x) = f(x+a+b)+ f(zr+a)+ f(x+b) + f(x) =0,

for any a,b € U.
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Main Tool for the Analysis

Theorem (Dillon 1974)

A Boolean bent function f on F} belongs to M7 iff there exists an
n/2-dimensional linear subspace U of F¥ s.t. the second-order
derivative

D,Dypf(z)=f(z+a+b)+ f(x+a)+ f(x+b)+ f(z) =0,
for any a,b € U.

To Do

For every subspace U C F3 of dim n/2, find a,b € U s.t.
D.Dyf 7é 0

» Use the techniques developed in (Pasalic, Polujan, Kudin,
Zhang 2024)
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Sketch of the Proof

m—1 n—1
S(zo, 21+, Tn-1) Z TiTmti) Z (TiTit1 " Titm—2Titm)
=0 =0

1. Observe that the term xpx1 - -+ Zy—2Tm, is an indicator of
v=(1,1,...,1,0) € F", i.e., §p(x) = do(z + v)

2. Show, that deg(D,Dydo) = m — 2, for all distinct a,b € F5’

3. For an arbitrary m-dimensional subspace U of F3,
consider the subspace W of U with dim(W) > m — 4 of the form

w = (Wo,...,wWp—1) € W with wy = Wyp—1 = Wy, = Wp—1 =0

4. Define L : W — IFS”‘*Q by L(wo, ..., wn—1) = (w1,..., Wn—2), for
all (wo, ..., wy—1) € W. By the rank-nullity theorem, we have:

dim(W) = dim(Ker(L)) + dim(Im(L)).
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Sketch of the Proof

m—1 n—1
S(zo, 1 ne1) = Y (Ti@mas) + D (Tiig1 -+ Tigm—2Tivm)
i=0 i=0

5. Consider the following two cases

5.1 If dim(Im(L)) > 2, there exist a,b € W s.t. (ai,...,am—2) and
(b1,...,bm—2) are linearly independent. Show that m — 2 degree
terms of D, Dy(zox1 -« Tym—2Tm,) can not be canceled by m — 2
degree terms of Dy Dy(ZpTm+1 -+ - T2am—270)-

52 If dim(Im(L)) <1, then dim(Ker(L)) >m—-4—1=m—5> 2,
assuming m > 7. Take linearly independent a,b € W N Ker(L).
Show that m — 2 degree terms of Dy Dy(ZpTm+1 - - T2m—2T0) €an
not be canceled by m — 2 degree terms of D, Dy(zox1 -+ Tim—2Tm)-

6. Thus, 3a,b € W C U, s.it. deg(DyDpS) =m —2 = S ¢ M*#.
7. For 4 < m < 6, use 2-rank. O
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More Results in the Paper

1. Analysis of higher-order derivatives of indicator functions

2. The dual bent function S on F} is outside M# too

3. Classification of RotS cubic bent on F1° computationally

fi €C; SANF of a representative f; € C; |Ci)
f ' ToTs + TX1X4 + ToT1T6 + ToT1XTT 384
fa Z0T5 + ToT1T3 + TT1T4 + ToT1T5 + ToT1T6 + ToT1T7 + ToT1Ts 24
f3 ToTs + Tox1T2 + Tox1T3 + TeT1T5 + TT1X6 + ToT1X8 + ToT2T6 72
fa ToT1 + ToTs + TpT1T3 + ToxT1T6 + ToT1X8 384
s ToT1 + ToTs + ToT1T3 + TOT1T5 + ToT1T6 + ToT12L8 + ToTaTy 384
f6 ToTs + ToT1X2 + ToX1T4 + ToT1T6 + ToX1T8 + ToTaTy 192
fr ToT5 + TOT1T2 + TT1T4 + ToT1T7 + ToT2T6 36
fs ToT5 + TT1T4 + TeT1T8 + ToxT2Xy + ToT2X7 96
Total — 1572

» The function fg is RotS cubic bent outside M7
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Conclusion and Future Work

Results

1. The first proof showing that an infinite family of RotS bent functions
(of max. degree) is outside M#

2. The first examples of RotS bent functions of low degree outside M7#

Open Problems

1. Find “rich" infinite families of RotS bent functions outside M7
2. Provide an alternative proof using 2-rank

3. Further analysis of the new cubic function outside M7
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